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ABSTRACT

The "Detection of Child Harassment on Social Media" project employs Support Vector
Machines (SVM) as a fundamental tool to identify and mitigate instances of child harassment,
with a specific focus on detecting suicide rope hanging images. This research addresses the
pressing issue of ensuring online safety for children by harnessing machine learning
techniques. The proposed system leverages SVM's capabilities to classify visual content,
aiming to accurately distinguish between harmless images and those depicting potentially

harmful situations involving minors. By training the SVM model on a curated dataset of

_images, it learns to recognize patterns associated with rope hanging imagery, which could

indicate distress or danger. Through this approach, the project contributes to creating a safer
digital space for children, enabling timely intervention and support in cases of possible self-
harm or harm to others. Ethical considerations encompass privacy protection, content
sensitivity, and potential biases. Close collaboration with mental health professionals, child
protection organizations, and relevant stakeholders is crucial to ensure the system's

effectiveness and ethical implementation.
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CHAPTER 1

INTRODUCTION

Mach.me lcamm- g (ML) plays a crucial role in the detection and management of issues within
machine learning projects. It enables the 1dentification of anomalies during model training by
detecting irregular data patterns or fraudulent instances. ML also helps monitor and address

model drift, ensuring ongoing accuracy by recognizing shifts in data distributions and

prompting model updates. Additionally, it safeguards ML systems from malicious activities

through the detection of adversarial attacks and unauthorized access. ML techniques aid in
optimizing hyperparameter tuning by spotting unstable configurations, and they contribute to
the early detection of resource bottlenecks within the ML infrastructure. By scrutinizing data
used in training and deployment, ML assists in preventing inadvertent data leakage that could
compromise sensitive information. Furthermore, it automates the identification of bugs in code
repositories and supports the continuous improvement of models based on user feedback. In
essence, ML's application within ML detection projects enhances system reliability,

performance, and security through its proactive monitoring and adaptive capabilities.

1.1 Problem Statement

The problem of "Detection of Child Harassment on Social Media" involves developing an
automated system that can identify instances of harmful or harassing content directed towards
children on various social media platforms. This project aims to leverage machine learning and
natural language processing techniques to create a solution that monitors and analyses images
to detect potential instances of child harassment or exploitation. The ultimate goal is to provide
a safer online environment for young users by proactively identifying and flagging harmful
content, thereby enabling timely intervention and appropriate action by authorities or platform

moderators.

1.2 Proposed System

image classification. We will give
Support Vector Machine (SVM)

In our system, we will implement only one algorithm for

more accuracy as compare o existing system because of The
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which defines the structure of wely Pages. Thig language iy uged to annotate (make notes for
the computer) text so that n machine can understand ¢
markup languages (e.g. HTML) are humun-rcmlnhln. 1
manipulation has to be done on the text,

HTML is a markup language used by the browger

content, in order to display it in the

nd manipulate text accordingly, Most

he langunge uses tags to define what

0 manipulate text, images, and other
required format, HTML, was created by Tim Berners-Lee

1TML was HTMI, 1.0, but the first standard version was
HTML 2.0, published in 1995

CSS Introduction

Cascading Style Sheets, fondly referred to as CSS, is a simply designed language intended to
simplify the process of making web pages presentable. CSS allows you to apply styles to web
pages. More importantly, CSS enables you to do this independently of the HTML that makes
up cach web page. It describes how awebpage should look: it prescribes colours, fonts, spacing,
and much more. In short, you can make your website look however you want. CSS lets
developers and designers define how it behaves, including how elements are positioned in the
browser,

While HTML uses tags, CSS uses rulesets. CSS is casy to learn and understand, but it provides
powerful control over the presentation of an HTML document.

JavaScript Introduction

JavaScript is a lightweight, cross-platform, single-threaded, and interpreted compiled
Programming language which is also known as the scripting language for webpages. It is well-
known for the development of web pages, and many non-browser environments also use it.
JavaScript is a weakly typed language (dynamically typed). JavaScript can be used for Client-
side developments as well as Server-side developments. JavaScript is both an imperative and
declarative type of language. JavaScript contains a standard library of objects, like Array, Date,
and Math, and a core set of language elements like operators, control structures, and statements,
Client-side: It supplies objects to control a browser and its Document Object Model (DOM).
Like if client-side extensions allow an application to place elements on an HTML form and
Tespond to user events such as mouse clicks, form input, and page navigation. Useful libraries

for the client side are Angular]S, React]S, VuelS, and so many others.
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done further after the async call.

Declurative programming — In this type of language We are concerned about how it is to be

done; basically here logical computation requires. Her main goal is to describe the desired
result without direct dictation on how to get it as the arrow function does.

NodelJS Introduction

NodeJS is an open-source and cross-platform runtime environment built on Chrome’s V8§
JavaScript engine for executing JavaScript code outside of a browser. You need to recollect
that NodeJS isn’t a framework, and it’s not a programming language. It provides an event-
driven, non-blocking (asynchronous) I/O and cross-platform runtime environment for building

highly scalable server side applications using JavaScript.

Most people are confused and understand it’s a framework or a programming language. We
often use Node.js for building back-end services like APIs, Web App, or Mobile App. It’s
utilized in production by large companies like PayPal, Uber, Netflix, Walmart, etc.

SQL Introduction

SQL Part of “MYSQL” stands for Structured Query Language. MYSQL is a relational database

from oracle where data is stored in tables.

MYSQL is open source and it is very fast, reliable and easy to use. MYSQL works in a
lientserver architecture,

J .
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CHAPTER 2
LITERATURE SURVEY

paper 1:

YEAR: 2014

TITLE NAME: Cyber Harassment Detection of Child Predators on Social Media
AUTHOR NAME: Nikhitha Bedam, P. Lavanya, Vasantha Kumari, Vasantha Kumar

DESCRIPTION: Professional psychologists must comprehend the dangers of online sexual
harassment and take steps to protect young people from sexual predators who utilize the
internet. Although the internet has numerous advantageous features, one of its most sinister
aspects is its potential for online sexual exploitation. The internet provides a medium for sex
predators to target numerous children in a relatively anonymous environment. The prime aim
of our project is to identify child predators based on their comments and posts on social media
accounts and forward the predator records to the cyber cell administration. According to a
recent national study, approximately 20% of youths are solicited for sexual purposes online
every year (Finkelhor, Mitchell, & Wolak, 2000; Mitchell, Finkelhor, & Wolak, 2001). This
project report details our ongoing progress in the development of a system that addresses this
issue. The result of this system will be the detection of child predator accounts and the ability
to report these cases to the administration appropriate action.

DRAWBACKS
* Random forest,Navi Bayes, k-nearest neighbour's and decision tree will training of this model

Paper 2:
YEAR: 2015

TITLE NAME: Protective shield for social networks to defend cyberbullying and online
grooming attacks

AUTHOR NAME: Pokharkar anuja, shelake shubham, kate nalini, murbade arun

DESCRIPTION: The popularity and most widely gro.wth of the social nctwoer:mg smlals oﬂ\;er
the communication world. Using social Networking §1t€5 POOPIFS are ;;mliaect : tole?ic Ob lfr
in the world, usually they express their feelings, opill_mﬂSs _emOt‘OUS e B uogf g:s ivz
Or private talks, Popularity of the social networking sites cause BIir 8¢ © FYS
behaviom-’ giving birth to one of the most critical problems called cyber-bullying and o e
ming. Number of the social networking users would. have come ac:oss z:m \;(;St)edeey
Understanding. The victims of cyber-bullying, broadly being the youngsiers, uncergo Ceep

5
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scars which has led to suicidal attempts in many cases. Agenda for a Facebook Watchdog
application pursuing lhe‘ aim to detect and identify the above-mentioned threats to improve the
situation. Threat indications are determined by image analysis, social media analysis, and text

mining techniques in order to raise alertness about enduring attacks and grant backing for
further action

DRAWBACKS

« This application is only used for Facebook social media app.
o Only text analysis has gained majority.

Paper 3:
YEAR: 2016

TITLE NAME: Defending mechanism for social networks from cyberbullying and online
grooming attacks

AUTHOR NAME: Anuja B. Pokharkar, Shubham D. Shelake , Nalini D. Kate, Arun C.
Murbade DESCRIPTION: As per the technology is developed the use of internet increases due
to the necessity of world. The common growth of the social networking sites is done belongs
to the communication world. With the help of these social Networking sites peoples are
indirectly connected to each other in the world in minimal time spam, usually they express their
point of view about some things, their feelings, emotions and opinions which may include
public or private talks. Popularity of the social sites cause most important rise in aggressive
behavior, giving birth to one of the most serious problem called online Grooming and cyber-
bullying. There are number of the social networking users would have come through a worst
e-day understanding .The victims of cyber-bullying, mostly being the youngsters, go through
deep scars which has led to miserable attempts in many cases. Agenda for this Watchdog
application chasing the aim to discover and classify the above-mentioned threats to develop
the situation. Threat signs are recognized by social media analysis, text mining and image
analysis techniques permitted to raise awareness about continuing attacks.

DRAWBACKS cabiceas
* Comparing Threshold value with the PronDelta value if there is more akin value is available

in image then block this image
* This is by using Skin Color Detection.

Paper 4:
YEAR: 2019

TOPIC: Social Media Cyberbullying Detection using Machine Learning
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AUTHOR NAME John Hanj, Mohamed Nash
Amer Department of Computer Science, aat , Mostafa Ahmed » Zeyad Emad , Eslam

DISCRIPTION This paper proposes a superv:

prcventing cyberbullying. Severa] classifi
The evaluation of the proposed approach

: on cyberbul]vi
performs better and achieves ac curacy of 9 2.85':/0_ ullying dataset shows that Neural Network
DRAWBACKS
o Duration of development
« Amount of data

» Computationally expensive

Paper S:

YEAR: 2021

TOPIC: Detecting cyber defamation in socia] “network using machine learning

AUTHOR NAME G. Aswin, R. Pavithra, A. Jeev:

arathinam, PG Scholar, Department of
Computer Science, Sri Krishna Arts and Science College, Tamil Nadu.

DISCRIPTION The live social media application is developed in Python programming to
display this scenario and the Naive Bayes algorithm is used to train the model in a social media

database and predict the detection of cyber threat usin

g this model and display warning
messages in the application.

DRAWBACKS

* Naive Bayes assumes that all predictors are independent, rarely happening in real life.
¢ Its estimations can be wrong in some cases, so you shouldn’t take its probability outputs very

seriously.

Paper 6:

YEAR: 2021

DETECTION OF CHILD HARASMENT ON SOCIAL MEDIA

TOPIC: Child Predator Detection in Online Chat Conversation using Support Vector Machine

AUTHOR NAME Sanjivani Chavan , Rutuja Konde JIshita Rajoria, Tejashree Deshmukh,
A.S. Sondkar

vi——-,
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oFTWARE REQUIREMENT SPECIFICATION
S

1.1 Functional Requirements Specification

T;I goftware should fulfil the following functional requirements:
c

Pre-process input data:

[mplement robust data pre-processing techni

ques to effectively handle data cleaning,
normalization, and feature extraction.

Required modules:

¢ Pandas: For efficient data manipulation and pre-processing tasks.
« Numpy: For efficient numerical computations and data handling.

¢ Scikit-learn: For data pre-processing utilities and feature extraction.

Train the SVM model:

Utilize the SVM algorithm to train a robust model on the pre-processed data.
Required modules:

* Scikit-learn: Provides a compre
machine learning utilities.
Numpy: For efficient numerical computations and data handling.
Store the trained model:

hensive implementation of the SVM algorithm and

Develop functionality to save the

trained SVM model for future use and easy
deployment.

Required modules:

* Joblib: Used for saving and loading trained models.
Deploy the mogel

. Scikit-learn; For model deployment and prediction tasks.

* Numpy: For efficient numerical computations and data bandling.

depending on the deployment strategy (e.g., web frameworks for
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sYSTEM IMPLEMENTATION

5.1 Methodology
Because the Vector Support Machine (SVM) i

SVM algorithms are very effective

as we try to find the maximum s
between the different classes availabl

cparating hyperplane
¢ in the target feature.

Support Vector Machine

The hyperplane tries that the margin between the closest points of different classes should be
35 maximum ag possi

ble. The dimension of the hyperplane depends upon the number of
feaf“ms- If the number of input features is two, then the hyperplane is just a line. If the number
of input features s

three, then the hyperplane becomes a 2-D plane. It becomes difficult to
‘Magine when the number of features exceeds three.

Let's consider two independent variables x1, x2, and one dependent variable which is either a
¢ circle or a red circle

M————__‘
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N SOCTA o
__ which softens the strict margin requi -

ati0™ . covers a compromise betweer - :
il s een inc g
Marg;

¢ HIE® s or margin violations. The objective function in gy ;
ssif® . with the regularisation term. s frequently formeq by
©_wning

[
ot

: blem of the optimisati
sblem: A dual Pro ptimisation proble, " | .
i L:rr:m]ﬁpliers related to the support vectors can b t requires locating (he

1 qrang . ¢ used to solve SV
;\ﬁ';’“l‘;ﬁon cnables the use of kemnel tricks and more effective computing, . The dual

sfical intuition of Support Vector Machine Consider a binary classification problem
& wo classes, labeled as +1 and -1. We have a training dataset consisting of input feature
:ﬂm X and their corresponding class labels Y. The equation for the linear hyperplane can
e written as-
wix+b=0

Tipes of Support Vector Machine

3= on the nature of the decision boundary, Support Vector Machines (SVM) can be divided
oo two main parts:
Lmear SVM:

Linear SVMs use a linear decision boundary to separate the data points 91‘ :lxﬁ‘erT:st
dases When the data can be precisely linearly separated, lmmr SVMs are very suita ;ﬁmly
means that a single straight line (in 2D) or a hyperplane (in higher dimensions) G::e :
fde the data points into their respective classes. A hyperplane that maximizes the margin

“Ween the classes is the decision boundary.

Nox-Linear SVM:
Non-Linear SVM can be used to classify data when It €25 b
by 2 straight line (in the case of 2D). By using kernel functions, nonlin

: these kernel
I- h%nminWIY separable data. The original input data is tt;n;foﬂ?:i ‘zn g
‘imo P e whcre . darypi; this modified space-
Alinear SVM is used to locate a nonlinear decision boun!
P
Pl keme) functions in SVM

'"h;:e SVM kemel is a function that takes low
§
Tostly

it cannot be separated into two

1 lems t0 S
-dlmensi"ﬂal space, i.e. it converts no separable proble

: : # :
fulin non-linear separation problems. Simply put f1¢

:\_______—-—"———T‘
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Fig 7.8: User Page with Disapproved Image
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